Talking about scams:
a language

guide Tor scams
communications




In 2025, Australians
had over $2.18 billion
stolen by scammers.

Working together, we
can empower every
Australian with the
tools to fight back.




Why do we need a scams
communication guide?

Imagine if every Australian knew exactly what to

do when faced with a potential scam. Not different
advice from different sources, but one clear, universal
response that works every time, everywhere.

That's the power of unified “Stop. Check. Protect.” solves this The strength lies in its adaptability.
messaging — and it's exactly what problem by giving everyone — from Whether you're warning about
Australia needs right now. government departments to private fake refund emails or educating

businesses — a shared language customers about impersonation oF
Our consumer research shows for scam prevention. These three phone calls, “Stop. Check. Protect.” § °§
that while people want to protect simple steps provide consumers provides a consistent framework g
themselves from scams, they're with immediate, actionable control that can be tailored to your specific é 2
overwhelmed by the sheer volume over any suspicious situation they context while maintaining the core £3
of conflicting advice from various encounter. empowering message: you have the <3
organisations. This confusion creates tools to defend yourself.

dangerous gaps in their defenses,
leaving them vulnerable when
scammers strike.
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Consumer insights

There are several ‘known’ behavioural challenges

and community-led insights that informed the
development of Stop. Check. Protect.

1

Community
attitudes

Research shows a need to overcome
some problematic community
mindsets towards scams. This
includes for many an optimism

bias towards scams (the belief that
“they won't affect me, | won't be a
victim”), and for others, an engrained
desensitisation towards scams
(“scams are everywhere nowadays,

there’s nothing | can do about them”).

Such attitudes make people
inherently vulnerable to scams. The
challenge for audiences holding
these attitudes (and the role that
united communications can play) is
to re-establish the need to take back
control, and to remind people of the
usefulness of doing so.

2

Scams are
misunderstood

People often misunderstand the
evolving nature of scams, which also
leads to problematic attitudes.

The community has misconceptions
around what scams look like, who
they target, and how sophisticated
they actually are. A sense of nuisance
(rather than real threat) may be
causing a lack of understanding
about the need to identify and protect
oneself from scams. And these
misconceptions can in fact increase
the risk of being susceptible to
manipulation by scammers.

3

Victim
shame

The shame associated with
victimhood is also important to
overcome. Unlike other crimes,
there’s an element of participation
on behalf of the victim, so being
targeted can lead to deep feelings
of embarrassment and a reluctance
to share or report the experience. So
normalising and destigmatising being
scammed is important for scam
communicators.
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Stop. Check. Protect.
A shared anti-scam
messaging framework.

The call to action ‘Stop.Check.Protect.” is a simple,
memorable set of steps that anyone can take

to spot and avoid scams. The consumers we
spoke with in our research found this to be an
empowering set of instructions.

Community members were generally The Stop. Check. Protect. messaging

realistic about the fact that scam framework is one that offers flexibility
activity will continue to be a threat for other organisations to adopt in
that is hard for all of us to counter their own anti-scam communications.
(governments, industry and “Check” actions can adapt to
individuals). They were therefore very individual situations; while “Protect”
open to messaging that confirms can cover a range of protective

they do have the agency and abilityto  actions which organisations can
protect themselves from scams. adjust to align with their own

business objectives and focus areas.

For a more detailed set of Stop. Check. Protect.
actions, visit scamwatch.gov.au.

3 simple steps to keep us
all safe from scammers:

Protect.

@

Always take a moment before giving your
money or personal information to anyone.

Scammers will create a sense of urgency
to pressure you into acting quickly.

Don't rush to make decisions about money
or sharing personal details.

Make sure the person or organisation you're
dealing with is real.

Scammers pretend to be from organisations
you know and trust. Always verify who you're
really dealing with before taking any action.

Act quickly if something feels wrong.

The sooner you take action, the better you can
protect yourself and others from scammers. Contact
your bank immediately if you think you've lost
money or shared financial details. Report the scam
to Scamwatch, because when you report scams, you
help us stop the scam and warn others.



https://www.scamwatch.gov.au/

The messaging Here are some examples of how Stop. Check. Protect.

£ ki ti can be used by different industries when warning
ramework in action their customers about scams.

Utility company or telcos Conveyancers

STOP: STOP: STOP:
We will never send an unsolicited If you get a text message, email or If you receive an email from us about
message with a link asking you to automated phone call that appears to settlement and it includes bank
enter personal information or log in to be from us — Stop. Don't provide any account details, please stop — do not
our online services. If you're not sure personal or financial information. pay immediately.
whether it's really us then Stop, do not
reply. CHECK: CHECK:
We won't include any links in SMS. To be safe, call our office using the oE
CHECK: Check the communication is real by number listed on our official website = “g’
Go to our official website or app to accessing our official app or portal or by to confirm the account details before % g
verify the request or call [insert publicly calling us using a phone number you've you make any payments. 1= o
listed phone number] to check with our found on our official website, a previous % ©
customer service team. bank statement, or on the back of your PROTECT: 3
bank card. If you believe you've had sensitive
PROTECT: information or money stolen by a
If you have divulged sensitive PROTECT: scammer, report the scam to police
information or paid a scammer money, Help keep your online banking account and contact your bank immediately.
contact your bank or financial institution. secure by setting up multi-factor

authentication. Contact us immediately
if you suspect a scammer has stolen
your sensitive information or money.

Stop. Check. Protect.
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Adapting Stop. Check.
Protect. to your context

Stop. Check. Protect. is a
framework which can be
customised to your unique
business and context.

This helps to keep
things relevant tor your
customers.

The following pages demonstrate
how each step in the framework
‘works’ and gives tips for adapting
to your context.



@ Stop.

Scamwatch’s general
‘Stop’ messaging:

\¥

Always take a moment before
giving your money or personal
information to anyone.

Scammers will create a sense

of urgency to pressure you into
acting quickly. Don't rush to make
decisions about money or sharing
personal details.

®

Our ‘short’ version:

Take a moment before giving
your money or personal
information to anyone.

Adapting the ‘Stop.’
step to your context

What the ‘Sto p’ Creates a moment of pause to interrupt the scammer’s pressure
tactics and urgency. It can be used broadly to encourage people
step does: to slow down and think, or it can be used more specifically to call

out individual actions like sharing personal information, making
payments, or clicking links.

Examples of adapted messages Key principle:
Stop: We will never request your account details over the Always focus on the specific
phone, or by SMS or email. action you want people to

avoid in your context, while
maintaining that sense of
“it's okay to pause.”

Stop: Stop before you pay a deposit or invoice. Don't make
payment to a new account number or to a recently changed
account number. Don't make a payment if the payee details do
not match the person or business you think you're paying.

Stop: We will never ask you for your account password, PIN, or
one-time security code. Do not share these details with anyone.

Stop: Don't click on links that ask you to enter personal
information, login details, or to make payments to reactivate
suspended accounts.

Stop: Don't click on links in text messages that appear to be
from toll companies asking you to urgently pay toll fees or fines
or enter personal information.

Stop: We will never ask you to log into your account by clicking
a link in a message to pay an overdue bill.

Stop: We will never ask you to transfer your money to another
account to keep it safe.

Stop: Never grant someone remote access to your device
by downloading software or apps, clicking on web browser
pop-ups, or opening email attachments.

A unified messaging

Implementing

=
c
1)
IS
c
=
)
>
o
o
=
o

L2
()

el
=]
o

Stop. Check. Protect.




Check.

Scamwatch’s general
‘Check’ messaging:

J

Make sure the person or
organisation you're dealing
with is real.

Scammers pretend to be from
organisations you know and trust.
Always verify who you're really
dealing with before taking any
action. Contact the organisation
directly using phone numbers or
email addresses you find on their
official website or app.

®

Our ‘short’ version:

Make sure the person or
organisation you're dealing
with is real.

Adapting the ‘Check.’
step to your context

What the ‘Check’

Motivates people to verify information independently rather than

trusting what they’re being told. It can be used broadly to encourage

step does:

people to question what they’re hearing, or it can be used more

specifically to direct them to official channels like websites, phone

numbers, or verification systems.

Examples of adapted messages

Check: Contact us via our official app to verify the communication.

Check: Call us directly to check the contact was from us by using
the phone number listed on your bank card, a previous statement,
or on our official website.

Check: Research investment opportunities and make sure the
person providing advice and offering financial services is the
legitimate holder of an Australian Financial Services Licence
(AFSL) or Australian Credit Licence (ACL) with the Australian
Securities and Investment Commission.

Check: Before investing money seek independent advice. Check
the Australian Securities and Investments Commission’s investor
alert list before proceeding.

Check: Log in to your account using our app or by accessing our
website through an independent search, rather than clicking a link,
to check for any suspicious activity.

Check: Contact us to confirm any billing changes and make sure
that the banking details are correct before making a payment.

Key principle:

Always provide people with
a concrete way to verify
information directly with
your organisation or an
authority.
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Q Protect.

Scamwatch’s general
‘Protect’ messaging:

J

Act quickly if something feels
wrong.

The sooner you take action, the
better you can protect yourself and
others from scammers. Contact
your bank if you notice unusual
activity or if a scammer gets your
money or information. Seek help
and report the scam to Scamwatch.
When you report scams, you help us
stop the scam and warn others.

®

Our ‘short’ version:

Act quickly if something feels
wrong. Call your bank if you have
transferred money.

Adapting the ‘Protect.’
step to your context

What the ‘Protect’ Provides immediate next steps if something goes wrong, emphasising
that quick action can limit damage and help others. It can be used
step does: broadly to encourage reporting and seeking help, or it can be used

more specifically to outline exact steps like contacting banks, reporting
to specific agencies, or accessing support services. Protect can also
be used to promote protective actions people can take to keep safe
from scams at any time not just after they encounter a scam, such as
ensuring they use multi-factor authentication.

Examples of adapted messages

Protect: If you think you've had money or sensitive
information stolen, contact your bank or card provider
immediately and report the scam to police.

Protect: If you think your accounts have been compromised
change your passwords immediately and report the scam to
Scamwatch.

Protect: Monitor your bank statements and accounts
for unusual activity and be quick to report it if you notice
something wrong.

Protect: Report a scam to the platform where it's happening
and to Scamwatch to protect others.

Key principle:

Give people specific,
actionable steps they
can take to notify your
organisation, and protect
themselves through
reporting.

10
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Talking to your
customers about scams

A scam language and
positioning guide.

When we all speak about scams with
consistent, respectful language, we
send a clear message: victims are not to
blame, scammers are criminals, and this
is a fight we’re in together.

The guidance overleaf helps ensure your
communications support your customers
and strengthen our collective response.




Talking to your

customers about scams

Colloquial language about scams
can sometimes tend to diminish the
seriousness of the issue. Scams are
serious financial crimes which cost
Australians billions of stolen dollars
every year.

Scams are not ‘tricks’ and not all
scammers are individual operators,
lurking in a dark basement.
Nowadays scams are often
perpetrated by global, organised
networks with significant resources
and technology behind them.

People who have been scammed
are not ‘silly’ or ‘foolish’, or at fault
for what has happened to them;
they are victims of a serious crime.
They do not ‘fall’ for a scam; they
are manipulated or deceived into
complying with the scam.

The language recommendations
below are designed to help position
your communications appropriately.
They aim to shift blame away from
victims and highlight the seriousness
of scams.

Frontline staff in organisations such
as banks and medical centres may
frequently encounter people who
could be victims of scams, which
can be particularly sensitive and
distressing, so it is important to
communicate with care and use
clear, appropriate language. On the
following pages, we provide practical
guidance on the tone and attitudes
to adopt when communicating about
scams.

The words we use to talk about scams matter.
They shape how people understand the threat,
how victims feel about reporting, and how
seriously the community takes this crime.

Language matters in all situations dealing with scams — but
it is particularly important when it comes to relationship
scams, as these are deliberate crimes that rely on emotional
manipulation and trust. Shame, stigma and self-blame
contribute to significant under-reporting and can prevent
people from seeking help. For further information and
resources on how to approach and speak to a suspected

scam victim, visit scamwatch.gov.au/scamsupport.
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https://www.scamwatch.gov.au/stop-check-protect/help-someone-whos-being-scammed

Changing the
way we talk

9 tips for re-shaping
the conversation

Focus on the actions of the
scammer, not the victim

Emphasise the scammer’s deliberate
criminal behaviour rather than the
victim's perceived mistakes.

Use precise, neutral language

Avoid sensationalism and
support respectful, empathetic
communication.

Support trauma-informed
communication

Recognise the emotional impact of
scams and avoid language that could
re-traumatise.

Clarify the method of deception

Make the scammer’s tactics visible
(e.g. impersonation, emotional
manipulation, phishing), aiding public
awareness and prevention.

Use evidence to contextualise
scams

Use credible sources such as ACCC
Scamwatch, IDCARE, and the AFP

to illustrate scam patterns and
methods. Avoid extreme or atypical
examples that may misrepresent who
is affected.

Reduce shame and stigma

Shift blame away from the victim,
normalise the experience and
encourage reporting and help
seeking.

Use active, crime-focused
language

Replace passive language (‘lost’, ‘fell
victim’) with active verbs like ‘steal’,
‘defraud’ and ‘exploit’ to reinforce that
a crime has occurred.

Use statistics to show impact

Include data, such as “Australians
were defrauded out of $156.8 million
in romance scams in 2024,” while
noting that figures are likely
underreported due to stigma.

Include support options

Include details for scam-specific
support services and helplines
alongside all scam-related content.
Providing clear pathways to
assistance reinforces trust and
encourages reporting and recovery.

A unified messaging

Implementing
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Change in action The words we use matter, as do our tone and attitudes.
Let’s explore how to communicate about scams in
practical conversations.

Don't say Q Let's say Why it matters
“How to avoid being duped by scammers.” “Stay alert — scammers commit real Focus on the actions of the scammer, not the victim
financial crimes.” Focusing on the actions of the scammer reduces victim blaming and exposes the
scammer’s criminal activity. This emphasises that scams are deliberate acts of
“Man falls for fake crypto investment.” “Organised crime ring defrauds man using criminality, helping the public understand that anyone can be targeted.

fake crypto platform”

“Scammers have many ways to trick you.” “Scammers use false claims and fake Clarify the method of deception
investments to gain your trust.” Clearly explaining the scammer’s method of deception rather than using vague
or victim-blaming language contributes to an informed public understanding of
scams. This helps protect the community, makes prevention more effective, and
affirms that the responsibility lies with the perpetrator.

“Woman loses $63,000 in dating scam.” “Online predator steals $63,000 through Use active, crime-focused language
targeted exploitation.” Using active, crime-focused language emphasises the scammer’s deliberate
actions rather than portraying the victim as passive. This approach reinforces
accountability, highlights the criminal nature of the act, and helps shift public

perception.
25
“Don't be naive and find yourself scammed.”  “Scammers spend months grooming Use precise, neutral language o E
before thefts” Replacing biased or judgmental language with precise, neutral terms that describe 2 g
the scammer’s actions ensures clarity, avoids reinforcing stereotypes, and Ee
maintains a professional, fact-based tone that supports victim dignity. B f
c T
S5
<
“Desperate for love, woman conned out of “Online criminals steal $780k in Support trauma-informed communication °
$780K” sophisticated romance scam.” Language that implies desperation or embarrassment can re-traumatise other

victims. By focusing on the scammer’s coercive tactics, a trauma-informed
narrative acknowledges the harm caused and supports a more compassionate,
victim-focused response.

8

<

“Lonely pensioner duped by dating scam.” ‘Romance scammer manipulates Reduce shame and stigma 25
devastated pensioner.” Avoiding language that blames victims and reinforces shame reduces the stigma 9

associated with scams. This encourages victims to seek support, increases & 2

“Woman admits she was tricked into “Victim coerced into sending money.” reporting, and raises community awareness of scams. £2

transferring funds.”
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Reframing our collective
mindset on scams

Beyo ﬂd | N d IVId U a[ When scams are framed as inevitable nuisances that people should simply
. learn to live with, we inadvertently normalise criminal behaviour and
WO I’d ch0|ces, hOW discourage reporting. When victims are positioned as responsible for their
we pOSi’[iOﬂ scams m own misfortune, shame prevents them from seeking help and warning others.
. . And when scammers are portrayed as harmless tricksters rather than serious
the pu blic mind has criminals, we undermine the urgency needed for strong action.

profound implications

By shifting these fundamental narratives, we can transform scams from

for our collective individual private embarrassment into a shared public enemy — one that
response. deserves our full attention, resources, and collective resistance.
Positioning scams Existing mindset €3 New mindset
The act of scamming N Normalised as an HEN A threat we can fight as a §’§
everyday occurrence community g %
we have to live with g2
23
Victims of scams N Hold personal N No shame, no blame, no
responsibility for judgement — no one deserves
being scammed to be scammed .
Perpetrators of scams RN Anonymous, N Sophisticated criminal g%
invisible tricksters organisations £S




About
Scamwatch

Scamwatch is led by
the National Anti-

Scam Centre (NASC),
which works across
government and the
private sector to protect
Australians from scams.




Stop. Check. Protect.

Three words that could
protect every Australian.

"0. ScamWatch o

Stop. Better safe than scammed.



